[image: A squirrel with text on it

AI-generated content may be incorrect.]


Privacy Policy

	


		
Tel No:-  07961 244098
Email:-  admin@whitesquirrelcounselling.co.uk

Introduction
At White Squirrel Counselling, we are committed to protecting and respecting your privacy. 
Your privacy is very important to me and you can be confident that your personal information will be kept safe and secure and will only be used for the purpose it was given to me. I adhere to current data protection legislation, including the General Data Protection Regulation (EU/2016/679) (the GDPR), the Data Protection Act 2018 and the Privacy and Electronic Communications (EC Directive) Regulations 2003.
This Privacy Policy explains how we collect, use, and safeguard your personal information in accordance with the privacy legislation, including what I will do with your personal information from initial point of contact through to after your therapy has ended, including:
· Why I am able to process your information and what purpose I am processing it for
· Whether you have to provide it to me
· How long I store it for
· Whether there are other recipients of your personal information
· Whether I intend to transfer it to another country,
· Whether I do automated decision-
· making or profiling, and
· Your data protection rights.
Who I Am
White Squirrel Counselling is a private counselling practice based in Scotland. For the purposes of data protection legislation, Robert Kerr is the data controller of your personal information.
I am happy to chat through any questions you might have about my data protection policy, and you can contact me via email at admin@whitesquirrelcounselling.co.uk.
‘Data controller’ is the term used to describe the person/organisation that collects and stores and has responsibility for people’s personal data. In this instance, the data controller is me. 
I am registered with the Information Commissioner’s Office.
Information I Collect
Personal Information
We may collect and process the following personal information:
· Basic identity and contact information (name, address, email, phone number)
· Date of birth
· GP details and emergency contact information
· Relevant health information necessary for counselling services
· Session notes and therapeutic records
· Financial information related to payments for services
· Information provided in correspondence with me
Special Category Data
Due to the nature of counselling services, we may collect and process special category data, including:
· Information about your mental and physical health
· Information about your personal history that may include details of race, ethnicity, religious beliefs, or sexual orientation where relevant to the therapeutic process.
How We Collect Your Information
We collect information:
· Directly from you during initial consultations and assessments
· Through ongoing counselling sessions
· Via correspondence (email, telephone, written)
· Through secure online platforms if offering remote counselling
Legal Basis for Processing

The GDPR states that I must have a lawful basis for processing your personal data. There are different lawful bases depending on the stage at which I am processing your data. I have explained these below:

· If you have had therapy with me and it has now ended, I will use legitimate interest as my lawful basis for holding and using your personal information.

· If you are currently having therapy or if you are in contact with me to consider therapy, I will process your personal data where it is necessary for the performance of our contract. 

The GDPR also makes sure that I look after any sensitive personal information that you may disclose to me appropriately. This type of information is called ‘special category personal information.’ The lawful basis for me processing any special categories of personal information is that it is for provision of health treatment (in this case counselling) and necessary for a contract with a health professional.
We process your personal information on the following legal bases:
· Contract: Processing is necessary for the performance of our contract to provide counselling services
· Legitimate Interests: Processing is necessary for our legitimate interests in providing effective therapeutic services
· Consent: For specific types of processing where appropriate
· Legal Obligation: To comply with legal and regulatory requirements
For special category data, we process information:
· With your explicit consent
· For the provision of health or social care
· When necessary to protect your vital interests or those of another person where you are physically or legally incapable of giving consent
How We Use Your Information
We use your personal information to:
· Provide counselling services
· Manage our relationship with you
· Process payments
· Maintain clinical records as required by professional standards
· Contact you regarding appointments and therapeutic matters
· Comply with legal, regulatory, and professional obligations
Initial contact.
When you contact me with an enquiry about my counselling services, I will collect information to help me satisfy your enquiry. This will include your name, address, telephone number and/or email address. Alternatively, your GP or other health professional may send me your details when making a referral or a parent or trusted individual may give me your details when making an enquiry on your behalf.
If you decide not to proceed, I will ensure all your personal data is deleted within 90 days from the initial contact date. If you would like me to delete this information sooner, just let me know.
While you are accessing counselling
Rest assured that everything you discuss with me is confidential. That confidentiality will only be broken if:-
· You have provided consent for me to share certain information.
· Where I have a legal requirement to do so e.g. court order.
· If there is a risk of harm to yourself or others, or in other certain circumstances in relation to the prevention or detection of serious crime.
I will always try to speak to you about this first, unless there are safeguarding issues that prevent this. 
I will keep a record of your personal details to help the counselling services run smoothly. These details are kept securely on a separate encrypted and password protected device and are not shared with any third party.
I will keep written notes of each session, these are kept on an encrypted and password protected device, which is separate from that containing your personal details. All notes are anonymised with clients only being referred to using a unique reference number.
For security reasons I do not retain text messages for more than 30 days from receipt. If there is relevant information contained in a text message I will record this information securely together with any client notes. Likewise, any email correspondence will be deleted after 30 days] if it is not important. If necessary, I will store this information securely with client notes, as previously discussed.
After counselling has ended
Once counselling has ended your records will be kept for the relevant time frames (detailed below) from the end of our contact with each other and are then securely destroyed. If you want me to delete your information sooner than this, please let me know.
When someone visits my website, I use a third-party service, to collect standard internet log information and details of visitor behaviour patterns. I do this to identify the number of visitors to the various parts of the site is information is only processed in a way that does not identify anyone. I do not make, and do not allow anyone else to make or attempt to find the identities of those visiting my website.
I use legitimate interests as my lawful basis for holding and using your personal information in this way when you visit my website.
Like most websites we use cookies to help the site work more efficiently. This information is statistical in nature and does not identify you. You can adjust the settings on your device to reject the use of cookies if you wish. No user-specific data is collected by me or any third party. 
If you fill in a form on my website, that data will be temporarily stored on the web host before being sent to me.
Data Retention
We will retain your personal information for as long as necessary to fulfil the purposes we collected it for, including:
· Clinical records: 7 years after the conclusion of therapy (or longer if required by law)
· Financial records: 7 years from the end of the relevant financial year
· For minors: until 7 years after they reach the age of majority
Data Security
Your personal information/data should remain personal, and I believe it is imperative that appropriate technical and organizational measures are implemented to protect your personal information against unauthorized access, loss, or damage. These measures include:
· Physical security of premises, equipment, and paper records by mean of locks and other physical barriers
· Anonymising all client information and use of unique reference numbers to identify clients
· Password protection and encryption of electronic records and personal details, which are held on separate devices
· Secure messaging and file-sharing platforms (although email and SMS messages are notoriously insecure and are not recommended for the sharing of personal or confidential information).
· Regular security updates and reviews
· Adherence to professional confidentiality standards
Sharing Your Information
We treat all information shared during counselling sessions as confidential. However, there are circumstances where limited information may be shared:
With Your Consent
· With other healthcare professionals (such as your GP) with your explicit consent
· I may refer you to another counsellor with your explicit consent.
Without Your Consent

As previously discussed, there are certain occasions where I am compelled to share information where consent has not been obtained, and includes:-
· When required by law (e.g., court order)
· When there is a significant risk of harm to yourself or others
· For safeguarding concerns regarding children or vulnerable adults
· In the case of certain serious crimes
Where possible, I will discuss disclosure with you first.
Your Rights
I try to be as open as I can be in terms of giving people access to their personal information. You have a right to ask me to delete your personal information, to limit how I use your personal information, or to stop processing your personal information. You also have a right to ask for a copy of any information that I hold about you and to object to the use of your personal data in some circumstances. You can read more about your rights at ico.org.uk/your-data-matters.
Under data protection law, you have rights regarding your personal information:
· Right to be informed about how your data is used
· Right of access to your personal data
· Right to rectification if information is inaccurate or incomplete
· Right to erasure in certain circumstances
· Right to restrict processing in certain circumstances
· Right to data portability
· Right to object to processing based on legitimate interests
· Rights related to automated decision making and profiling
To make a request for any personal information I may hold about you, or to exercise any of these rights, please put the request in writing addressing it to Robert Kerr at admin@whitesquirrelcounselling.co.uk.
Data Protection Complaints
Effective from 19 June 2026
I am committed to handling your personal data responsibly and in accordance with UK data protection law, including the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, and the Data (Use and Access) Act 2025 (DUAA).
From 19 June 2026, you have a new statutory right to raise a complaint directly with me as your data controller regarding how I handle your personal data.
How to raise a complaint with me
If you have a concern about the way I collect, use, store, or otherwise process your personal data, please contact me in the first instance:
Robert Kerr
Sole Trader Counsellor
Email: privacy@whitesquirrelcounselling.co.uk
Tel: 07961244098
I will acknowledge your complaint within 30 days of receiving it and will provide a full response without undue delay. (Shepwedd) I will handle all complaints with care, confidentiality, and sensitivity, which is especially important given the nature of counselling services.
Escalating to the ICO
If you are dissatisfied with my response, or if I fail to respond within a reasonable timeframe, you may escalate your complaint to the Information Commissioner's Office (ICO), the UK's independent data protection regulator. (Blackfords LLP)
You can contact the ICO at:
Website: ico.org.uk
Helpline: 0303 123 1113
Address: Information Commissioner's Office, Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF
Please note that the ICO will generally expect you to have raised your concern with me first before they investigate.
Supervisory Authority
If you are concerned about how we handle your personal information, you have the right to complain to the Information Commissioner's Office (ICO):
Information Commissioner's Office Wycliffe House Water Lane Wilmslow Cheshire SK9 5AF
Website: www.ico.org.uk Telephone: 0303 123 1113
Changes to This Privacy Policy
We may update this Privacy Policy from time to time. Any significant changes will be communicated to you directly where possible.
Contact Information
If you have any questions about this Privacy Policy or how we handle your personal information, please contact:
Rob Kerr, Tel No:-  07961 244098, Email:-  admin@whitesquirrelcounselling.co.uk
Last Updated: 2025 V1-1a
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